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Abstract: Free/Libre Open Source Software (FLOSS) development laprit-
self over the years to be able to deliver high-quality sofemaroducts. However,
it is not clear how quality emerges from the large amount os&dy organised ac-
tivities of a FLOSS community. This makes it difficult to apptaditional quality
metrics and certification processes to FLOSS products.

This paper investigates possible indicators of collalimna¢ffectiveness and qual-
ity of individuals’ contribution that could be extractedin the data available in
repositories of FLOSS projects. The ultimate purpose o #ffort is to develop

guantitative metrics for these indicators and merge sudhicaénto a global metric

for FLOSS software quality to be used in a certification pssce

Keywords: Open Source Software, software quality, collaboration esmdtrust
models, certification.

1 Introduction

Free/Libre Open Source Software (FLOSS) development lagpritself over the years to be
able to deliver high-quality software products. Moreowbe potential benefits of the FLOSS
development model include “the ability to more easily caott open peer reviews, add new
functionality either locally or to the mainline productdentify flaws, and fix them rapidly —
for example, through collaborative efforts involving p&ojrrespective of their geographical
locations and corporate allegiances\'eu0g.

Although the high-quality of a number of Free/Libre Open @eusoftware (FLOSS) products
has been accepted as a fact, it is still unclear how suchdniglity emerges from the “bazaar-
style” activities of a FLOSS community. Raymond claims tidte high level of quality of free
software is partly due to the high degree of peer review amd insolvement” Ray99. Mc-
Connell McC99 acknowledges the efficiency of extensive field testing agel peview, along
with an emphasis on the need for a comprehensive method&o@pen source development.
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This is important if open source development is to be usedofoducing high quality com-
plex software for use in critical domains such as safety @ocdrity. In fact, SchneideiSch0Q
finds that open source software still falls short of requigata for security systems. Halloran
and ScherlistfiS07 review a number of notable quality practices on some pompan source
projects, of which good project communication and manageiisenighlighted.

Coverity has been analysing the quality of open source so&wince 2006, using Coverity
Scan, a tool for automated static analysis of source c@ae]] The results of this analysis
have been published by Coverity in annual reports. The 26a8809 reports show that defect
density has fallen by 16% over the period 2006—2008 to thenéxihat the static analysis defect
density averaged across all the participating projectsds,0or roughly one defect per 4,000
lines of code Cov08 Cov09g. Improvements to Coverity Scan and its underlying tecbggl
over the past years have allowed to flag more defects tharidny®ars. As a consequence a
direct comparisons to prior years Coverity Scan resultoitonger possible. The 2010 report
highlights that (1) nearly half (45%) of the defects disaegein open source are considered high-
risk defects; (2) there has been very little change in thedygf defects found and frequency in
which they occur in open source software; and (3) open scacceuntability is fragmented
[Covld. In spite of these drawbacks, the report expresses thecttjmn that as open source
continues to mature, more and more projects will begin tgpadwonger quality practices. The
2011 report includes a comparison of proprietary softwaie @en source software that leads
to an important key finding: “Open source quality for activejpcts in Coverity Scan is better
than the software industry average&dvl1]].

Large communities of users have been growing around popighrquality FLOSS products
such as Linux, Ubuntu, Apache, MySQL and Moodle, among therst The widespread use
of FLOSS products not only involves personal users, whalhsinux/Ubuntu and MySQL on
their machines, but also small and medium enterprises, gkoApache servers and FLOSS
tools in their production activities or even incorporate@%S components in their software
products, and academic and teaching institutions, who U§#SIS products in their research
and educational activities, including Learning Manageirgystems (LMS) such as Moodle.
More recently, large software companies have been laugdrii©OSS projects with the aim to
get revenues by adopting a freemium business model, in vih&lbasic product or service is
provided free of charges, while a premium is charged for thgigion of support services and/or
advanced features and functionality.

As highlighted by the 2010 Coverity repof@§v1(, due to the rapid adoption of open source
as part of many commercial software supply chains, thera in@easing demand from OEMs
(original equipment manufacturer) to get visibility intoet open source software development
process and hold open source to the same scrutiny as their siifiware systems to meet the
enterprises necessary quality, safety, and security neageints. The fragmented nature of open
source supply chain, made up of multiple components frontiphelldevelopment teams, makes
if difficult to identify who is accountable to upholding ragements and providing visibility and
who is to be blamed if and when there is a proble&o\y10.

All the above considerations lead to a major limitation toe tiffusion of FLOSS products:
the lack of a certification process that could provide actahility, meet certification standards
and facilitate the approval of a certification authority.wéwer, the lack of accurate information
on how quality emerges from the large amount of loosely asgahactivities of a FLOSS com-
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munity makes it difficult to apply traditional quality metd and certification processes to FLOSS
products. For instance, if we consider McCall's productienision quality factorsNIRW77],
can we claim that a FLOSS product laaksintenabilitybecause there are no defined coding
standards and guidelines to which programming has adherad?philosophy of freedom and
absence of hierarchical organisation typical of FLOSS camities results in collaborative pro-
duction environments in which there is no spaced@scriptivestandards and strict guidelines.
Communication and collaboration are the drivers of sucklypecton environments and naturally
determine the evolution of programming practices withiante of contributors and across the
FLOSS community, even beyond a specific FLOSS project. |h aumontext, alescriptiveap-
proach that analyses the FLOSS community of practise amadtitgties is likely to define better
indicators of the quality of the software product thaprascriptiveapproach that tries to check
whether these activities follow prescribed standards andedjnes Cerld.

In this paper, we carry out a preliminary discussion towarasethodology to analyse com-
munity activities in FLOSS projects and extract from theadadllected pieces of semantic in-
formation to be used as indicators of the quality of the safeaproduct. In particular, we focus
on two aspects of the FLOSS community of practice: collatmmeeffectiveness and quality of
individuals’ contribution.

In Section2 we identify possible indicators of collaboration effeetiess and presecwgnitive-
based collaboration modetnd &filtering trust network modebnd discuss how to adapt them to
a FLOSS context. Based on the adaptation of one of such eagbiased collaboration models
to a FLOSS context, Sectidhl illustrates an example of metric to characterise collatmma
effectiveness in a FLOSS community. Sectd2 illustrates an instantiation of filtering trust
network model and further discusses how to adapt such a nwddfFLOSS context. Sectidh
analyses engagement, productivity and reputation, asdtuis to be used to define metrics that
characterise quality of individuals’ contribution. Fiyabection4 summerises the achievements
of this work and discusses ideas and objectives for futuné wo

2 Collaboration Effectiveness

Collaboration within FLOSS communities is enabled by thagesof tools, such as versioning
systems, mailing lists, reporting systems, etc. Thesestalslo serve as repositories which can
be data mined to understand the identities of the indivilialolved in a communication, the
topics of their communication, the amount of informatiortleanged in each direction, as well
as the amount of contribution in terms of code commits, bugdixreports and documentation
produced and email postings. Such a large amount of dataecaeléctively collected and then
analysed not only by using inferential statistics to idgnéctivity patterns but also by using
ontology engineering formalisms that support the extosictf semantic information. In the
area of Empirical Software Engineering, cyber-archeolfg§$S0T has been applied to these
repositories to learn and better understand the patterasnifibution of FLOSS developers in
the projects concerne&{C14.
In such previous work§C1( data collection has involved communications mainly inrtsr

of participants, quantity and sometimes topics but negtethe objective collection of actual
communication contents. At most, content data has beeeatetl through questionnaires and
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Figure 1: Noble and Letsky Individual Team interplay.

surveys or through written reports by researcher who jothedcommunity as observers, thus
providing subjective rather than objective data. With reffiee to existing cognitive-based col-
laboration modelsNIL0O2], data mining methods can be used to extract content infiiomé&om
email communication and posting with the support of appaderontologies aiming to iden-
tify patterns, progress, evolution and achievements irctil@boration process occurring within
groups of participants. This requires the analysis of imenetal data and the construction and
analysis of graph data from the overall social networkingeas of the FLOSS community.

Cognitive-based collaboration theoyl[02] aims to consider many different factors underly-
ing the mechanisms that connect community member undéiatmto community effectiveness
in production. There is no single model that representsfatese factors, but separate mod-
els that address different factors. Only some of these matel relevant to a self-organising
non-hierarchical community as is a FLOSS community.

The individual-team interplay modeN[L.02] described in Figurd. is a cyclic model in which
individuals perform a task notice need for interactignprepare for interaction perform the
interactionandgo back to the taskpossiblydelivering the product of the tagind then starting a
new task. Figur@ shows how this model can be adapted to the FLOSS context.ifteraction
consists essentially in posting activities while the pridof the task is delivered through a
commit activity by the individual or through an approval etaase decision by the leader team.
The interaction process is decomposed into two loopingmobessesGerld:

learning sub-processin which the exchange of knowledge between individual arndroonity
results in the growth of knowledge at both the individuakleand the team or community
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Figure 2: Individual Team interplay for FLOSS.

level;

contribution process in which a contribution in terms of commit of code, bug repett. is the
result of an exchange of communications.

With reference to this adapted model, Sectohillustrates a possible way for defining a metric
to characterise collaboration effectiveness in a FLOS Swaonity.

The Cognition-Behaviour-Product modeéll[02] emphasises the nature of the relationship
between individual and team understandings, individua tam behaviours and individual
and team production. In a FLOSS context, this model has tip@itant role to explain how
task quality and understanding affect each other and isyéak@én measuring individual task
performance and collaboration effectiveness.

An important factor in collaboration is trust. Fong et &KF12 CF1(, have developed a
filtering trust network modeb study about fusing elusive information and deriving tifastors
in a social network, by taking Facebook as a case.

The above models can be used to define metrics for informatieraction, task performance,
product quality, peer trustNLO2, CF1{J. In addition to metrics definition, some contextual
inferring mechanisms are needed as a data pre-processmipstextracting the semantics and
essences from the empirical data using machine learnifmitpees. Techniques previously
applied to the analysis of public moods based on Internetiwents Fonl7 can be also applied
to implement such mechanisms. This will be further discdisseéection?.2.
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2.1 Towards an Individual-Team Interplay Metric

One way for defining a metric to characterise collaboratifiacéveness within a community
that is continuously evolving and producing, as a FLOSS canity, is to take snapshots of
the collaboration measure at consecutive intervals of ficairftly short duratiomAt and then
calculate the average of the measure over the entire conyifigiime.

With reference to Figur@ we consider the numbers

e L(t) of learning activities,
e C(t) of contributions,
e D(t) of team decisions

that occur during the periofl,t + At] for a given timet. It has been observedgrl] that
participation in a FLOSS project evolves through threeesag

Stage 1 (understanding)in which communication is heavily used to capture, descaite un-
derstand contents, while no production activity is perfedmn

Stage 2 (practice) in which the role of communication gradually moves to theposal of new
contents, the defence of the proposed contents and theistritio existing contents or
contents proposed by others, while production activitytstas a trial and error process;

Stage 3 (developing)in which real development occurs.

Let
e Nj(t) be the number of contributors in the understanding staggést),
e Ny(t) be the number of contributors in the practice stage (stage 2)
e N3(t) be the number of contributors in the developing stage (stage

at timet. Then the measure of the collaborative effectiveness thatacterises thquality en-
hanceof the project development during the peribd + At] for a given timet as follows.

L) KL C(t)-Kc D(t)-Kp
©ONg(t) FN2(t) T Na(t) +Na(t) — Na(t)

whereK|, Kc andKp are constants. This measure shows how collaboration ifeesss in
individual-team interplay within a FLOSS community is cheterised by a combination of learn-
ing activities ((t)) by individuals at the learnind\ (t)) and practiceN(t)) stages, contribution
activities C(t)) by individuals at the practicé\,(t)) and developingNs(t)) stages, and team de-
cision activities only by individuals at developiny4(t)) stages. The contribution of each of the
three categories of activities to the quality enhance eatliy proportional to the number of activ-
ities of that category during the considered time periodianersely proportional to the number
of individuals that characterise that category of actétiThe constants give weights to the three
categories of activities. It is reasonable to expect Khak Kc < Kp. Note thatNs(t) > 0 for

t if Nz(t) 75 0 and Ng(t) 75 0.
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N() | No(t) Nat) Na(t) | L(t) C(t) D) | M
10 6 2 2 5 1 1| 3125
10 5 1 4 5 1 1| 2233
10 | 3 3 4 5 1 1| 2219
10 5 1 4 4 2 1 | 2467
10 | 3 3 4 3 1 3 | 3786

Ke=1 Ke =2 Kp = 4

Figure 3: Example.

any active project and Ny (t) = Nx(t) = 0 the equation above may be modified by removing the
first addend.

Let us consider the example in FigilB&vhere we use constarts =1 <Kc=2<Kp=4. A
project with 10 contributors, 6 at the learning stage, 2@pttactice stage and 2 at the developing
stage with 5 learning activities, 1 contribution activitydal team decision activity has a quality
enhance 325. As contributors move to more mature stages, if thereisariation on the
activity pattern, the quality enhance decreases.282 (2 contributors move to the developing
stage) and then ta210 (to further contributors move to the practice stage)th@rother hand, an
increase in the number of contribution activities is assed with an increase in quality enhance
from 2.233 to 2467 (1 additional contribution) and an increase in the nunobéeam decision
activities is associated with an increase in quality enbdram 2219 to 3786 (2 additional team
decisions).

The quality by development of a project of duratidris therefore defined as follows

1n
M:—ZOMt
I’]t:

wheren = D/At.

2.2 Filtering Trust Network Model

Reputation is considered as one of the key parameters forinpthe quality of an individual's
contribution to a FLOSS project. For example a reputabléritarior is expected to be an active
and valuable contributor; making quality contributionep® period of time, and this will earn
him a good reputation, and vice-versa. Without being abkakily gauge quality as it involves
complex context and semantics (and is quite subjectivplitagion is often related to trust which
is a social evaluation or opinion about an individual person
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Figure 4: Hierarchical trust metrics model.

In a recent paperdF1(, online trust is inferred via a hierarchical metrics modlich con-
sists of explicit trust by relation, and implicit trust byprgtation. Figurel shows the online trust
metrics model. Trust by relation would have to be manuallyfigured by a system administra-
tor. Trust by relation suggests that a relatively high degrktrust is perceived between parents
and children, spouses and siblings, and perhaps only a atedamount of trust is reckoned for
a stranger who was met on a trip. In a FLOSS project, it is melevant to deduce implicit
trust — hence reputation, from a series of online sociatdet because of the availability of the
collected data.

Many techniques for inferring trust quantitatively existthe literature ranging from psychol-
ogy to computer science. It is noted, however, that the Beteof factors or criteria to account
for and quantify in the trust equation is not definitive. lctfathere is no definite selection of
trust factors ever published or consistently agreed byeakarchers. A growingly popular set of
factors for deducing online trust is the one proposed by Elassl Bhattacharje@/B04], which
takes into account the number of messages exchanged betiseesy the number of mutual
readings and comments on each others blogs (or walls in alswiwork), and the number of
common chats within a specified period. Some of these atiisbare included in a typical trust
filtering equation as shown in the following model instatitia as an example. The equation was
used to empower a collaborative filtering algorithm for ierpkenting a social network-based rec-
ommender CKF12.
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The quantified trust by reputatidy , between uses and useu can be evaluated based on the
measured values of these attributes using Multiple Atteliutility Theory (MAUT) as follows:

> PI L SWTWP

Toum SLF  sSNF 5T  ,5GIC

a +Vy +e&=£—+86
totp, totwtwp " tOff totnF toty totgic

wherea +B+y+d+€+6=1,and

e Pl quantifies personal information;

W TW Pis the number of wall-to-wall posts;

LF is the number of links among friends;

NF is the number of friends;

e T is the number of tags between useand useu;
e GIC s the number of groups in common.

and in each term, the denominatot represents the total quantity of that particular attritmfte
this user.

Given the trust estimation equation between any pair ofsuselquantifying reputatiofR,
could be defined as the general perceivable credibility afréiqular useil by all his peers

N
Ra=0 Z Tau
iza

whereN is the total number of users in the online community gnid the normalizing factor.
However, it should be clear that the selection of criteridgistly dependent on the functionalities
that each specific social networking site provides to itssjssnd thus can vary greatly from site
to site. A recent studyGKO09] generalized the trust factors into seven categoriesg@dlme
strength dimensions), and has statistically shown howuliiedy are as predictive variables for
trust in social networks. These factors are illustratedigufe 5.

In addition to the metrics mentioned above, which can beaeted directly from the users’
accounts, the influence of a particular user in a social nétwan be quantified by how far and
how deep his messages propagate to. Itis also known thagheation of a good user is partially
measured by his popularity and that of his messages, asguimy are of good-will. Klout
[Klo], the standard for measuring online influence, has derivadlection of in-depth metrics as
social media analytics that measure the outreach level apdiarity of one’s messages; hence
they may form insightful indicators for inferring one’s rdption in his social group. Klout
scores which range from 1 to 100 correspond to the assessifitbitthree following measures:

True Reach which measures the group size of the user's engaged folklowho actively re-
spond to his posted messages;

Amplification Propensity which calculates the likelihood that the user’'s posted augpss will
invite reciprocating messages;
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Figure 5: The distribution of the predictive power of theetime strength dimensions as part
of the how-strong model. Source: Gilbert and Karahal®&(9].

Network Score which computes the influential impact value on the usersvts.

So far it is observed that all the social media metrics pregddsy the other researchers are ei-
ther focused on the quantity of one’s generated messagédssamteived messages (the so-called
interactions), or his intimacy (relations) with his peessich metrics are indeed pertinent for so-
cial network analysis because a social network essengattg to provide a convergent platform
for social activities. Such metrics, however, may not safftee inference of reputation, at least
not directly or easily, in FLOSS environment because FLOSSiies are usually task-oriented
with specific objectives. For example, an influencer in aaawetwork may be a propaganda
promoter which does little constructive contribution topgaific project but counter-productive
noise, perhaps. The current models lack of some measuttesdieate or imply who has con-
tributed how much a share of progress in a collaborativerenmient like FLOSS. Though the
social media metrics and the trust filtering model may sesvgomd ingredients for data mining
and measuring the interaction level respectively, a higgwel of processing may be needed for
adding the semantics and contextual references to the gesst@t were exchanged.
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3 Quality of Contributions

Quality of an individual's contribution to a FLOSS projecrcbe measured in terms of three
parameters: engagement, productivity and reputation.

Shaikh and Cerones|C09 have identified some factors that are unique to the FLOSS8ldev
opment process and influence the entire software develdppnecess and, consequently, the
quality of the final software product. In their work, ShaikhdaCerone also define an initial
framework in which such factors can be related to each othértathe quality. In particular,
they distinguish three main notions of quality in the cohtefi~LOSS development

quality by accesswhich aims to measure the degrees of availability, accéiggignd readabil-
ity of source code in relation to the media and tools used rectdy access source code
and all supporting materials such as the documentatioreweeports, testing outcomes,
as well as the format and structural organisation of botlcgocode and supporting mate-
rials.

quality by development which aims to measure the efficiency of all development amdnoo-
nication processes involved in the production, evolutiod eelease of source code, its
execution, testing and review, as well as bug reporting asialf

quality by design which corresponds to the traditional notion of softwareligg@Pre0Q: the
end quality is judged by the design and implementation o&ttteal software and the code
that underlies it.

These three notions of quality can be used as a basis forateasing the quality of engagement
of an individual in the community. Every activity of an in@lwal can be classified under an
appropriate category of quality and marked to contributéhtofinal software product accord-
ingly. Bug reporting, testing and reviews enhance quakltyiévelopment, the media and format
used to externalise such contributions affect quality lmeas, whereas evidence of planning and
design, and validation of software code contribute to dqudly design.

Number of commits and communications provide indicatorshef level of contribution of
an individual in the community and have been statisticatiplgsed to determine patterns of
contribution and their implications for the quality of cofl@C1]Q. The number of commits
describes how much the individual delivers in terms of poddand is therefore an indicator
of the individual’'s productivity. Although there is no gaatee on the quality of the product
delivered, number of commits can be considered by itselfrggortant parameter in evaluating
the quality of the individual as a contributor. Moreover,ibiegrating data on the quality of the
contribution in terms of quality of code and bug reports picet, and efficacy of bug fixing,
and quantitative data on the approval and inclusion of thaltant artifacts in a release by the
project leader team, we can define a more accurate measune ghiality of the individual's
productivity.

Evidence suggestiRHS04 that reputation serves to be a major source of motivatiordés
velopers to participate in a community. There is also a dielibetween higher status of devel-
opers’ reputation and higher levels of incon#NHO03], which makes it even more significant
given the desire for career progression for developers athanmotivation to participate in
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Figure 6: Descriptive approach for FLOSS quality assurance

FLOSS communities. Communications among members of a FL€@8®nunity can be anal-
ysed to extract information about the reputation an indigichas achieved within the commu-
nity. Text mining of communications can be used to identi§ywords and phrases that may
indicate whether an individual is asking or providing suppnd whether an answer or sug-
gestion is taken on board or refuted by others. In additiba, filtering trust network model
[CKF12 CF1(q discussed in Sectiofi.2 can highlight trust factors that contribute to build an
individuals reputation. Factors influencing individugbugation can then be categorised as both
computational (such as communications) and non-computat{trust factors, ratings).

The reputation of an individual depends not just on the gigdtion to a specific FLOSS
project, but on the global activities of that individual letFLOSS world. Therefore reputation
information of a given individual have to be collected ovlrFLOSS projects listing that in-
dividual as a participants and be integrated with persoriatination including the individual’s
background, publication in the FLOSS field and participafiorelated social networks and dis-
cussion fora. Finally, the level of engagement of an indigldwithin a project is visible to the
entire project community and, therefore, implicitly affethat individual's reputation.

4 Conclusion and Future Work

We have discussed possible indicators of collaboratiogcifeness and quality of individuals’
contribution which can be extracted from the data availablepositories of FLOSS projects.
The approach is summarised in Fig@eData involving communications, commits, code and
reports may be collected from repositories of FLOSS prejectd analysed using data mining
and text mining technology, collaboration and trust modeld applying the categories of qual-

Proc. OpenCert 2011 12/15



@ ECEASST

ity defined by Shaikh and Ceron8C09, to extract indicators of specific FLOSS community
activities. Such indicators can be used to define metridsdaracterise collaboration effec-
tiveness in terms of information interaction, task perfante, product quality and peer trust, as
we have discussed in Secti@nand quality of individuals’ contribution in terms of engamgent,
productivity and reputation, as we have discussed in Seétio

We have seen in Sectidh1 how to use the individual-team interplay model for FLOSS to
define a metric to characterise collaboration effectiveriasa FLOSS community. We have
illustrated in Sectior2.2 an instantiation of filtering trust network model and furtlhiéscussed
how to adapt such a model to a FLOSS context as a charadmiséteputation and as a further
characterisation of collaboration effectiveness.

Finally, we have discussed in Secti®how separate metrics can be defined to characterise en-
gagement, productivity and reputation of individuals. Hwewer, it is still unclear how to combine
such metrics into a global metric that could quantify theligpiaf an individuals contribution to
a specific FLOSS project. One of the challenges is repredéptpossible interrelations between
the three metrics; for instance, we have pointed out ab@testigagement affects reputation. In
addition to trust, recent work in this area points to variotiger social parameters that affect rep-
utation HZC12 demonstrating how reputation obeys the laws of cumulatdantage (through
higher likelihood of attracting good reputation given pagiutation) and homophily (providing
advantage through shared affiliations in terms of common $F&@rojects). Further work will
aim to

1. analyse all these various social parameters that aéfpatation and their impact on quality
of individual’s contribution and collaboration effectivess;

2. combine separate metrics for quality of individuals’ tdoution possibly into a con-
tributor profile to offer a more member-centric view of FLO88velopment than the
community-centric analysis traditionally common in thanakin.

In our future work, as the final objective of the work presédritethis paper, we intend to merge
all metrics defined for specific quality indicators into a gehensive framework to determine
a global metric for FLOSS software quality to be used in aifieation process.

Acknowledgements: This work has been supported by Macao Science and TechnDlegsl-
opment Fund, File No. 019/2011/A1, in the context of the APp®ject.
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